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(57) ABSTRACT

Methods and related systems for secured and distributed data
storage and communication are disclosed. For each byte of a
given data set or file, data is split at the bit level and reas-
sembled into a given number of meaningless data sets or files.
One or more parity files are also generated to ensure avail-
ability and integrity of the data at all times. Each file is sent to
a different and typically geographically distinct data storage
location. When the information is required, the reverse pro-
cess takes place. The only place where the information is
reconstructed and accessible is at the point where it is
required (the authorised users’ computing devices or the
organisation’s network reassembly point). The source infor-
mation is never stored or accessible in any single storage
location, making it highly secured. The process can be
embodied into a system through various forms, including
software, firmware, hardware or combination thereof.
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DATA DISTRIBUTION METHODS AND
SYSTEMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present patent application claims the benefits of
priority of U.S. Provisional Patent Application No. 61/722,
025, entitled “Virtual Online Data Distribution System and
Method”, and filed at the United States Patent and Trademark
Office on Nov. 2, 2012, the content of which is incorporated
herein by reference.

FIELD OF THE INVENTION

[0002] The presentinvention generally relates to secure and
distributed data storage and communication.

BACKGROUND OF THE INVENTION

[0003] The generally accepted practice in the information
technology and communication industry is to store informa-
tion (data) with one service provider, in one physical and
geographical location. Often, the service provider will also
provide redundancy and backup storage in remote locations,
but this is only to ensure performance and the availability of
data in case of disaster or other failures. Information (data) is
still entrusted to this single service provider, which must
implement a plethora of security measures to ensure the pro-
tection of the information, namely its confidentiality, integ-
rity and availability. These measures can be preventive, detec-
tive or corrective in nature and include, but are not limited to,
physical and logical access controls, data encryption at rest
and in transit, backups, monitoring, alerting, journalising,
antivirus, firewalls, intrusion detection and prevention sys-
tems, physical and environmental protection measures, secu-
rity policies, procedures and standards, background checks,
security awareness programs, audit plans and certification,
incident response, breach notification, risk assessments, etc.
[0004] In the end, with all these security measures imple-
mented, information (data) can still be vulnerable and the user
or the organisation is never completely sure that the informa-
tion is adequately secured. Encryption, which is often spe-
cifically used to secure the confidentiality of data at restand in
transit, is itself vulnerable. Encryption can be poorly imple-
mented, it can contain backdoors unknown to the user or data
owner, and the keys themselves can be handed to third parties,
without the knowledge or consent of the user or the data
owner.

[0005] The vast majority of service providers will them-
selves entrust their client’s information to other suppliers or
give them access to the information, often without the user’s
or organisation’s knowledge or consent. Suppliers of the ser-
vice provider will often themselves entrust information to
other supplier or give them access to the information. It is
most often unlikely that the same level of information pro-
tection will be guaranteed in these downstream subcontract-
ing scenarios.

[0006] Current information storage and communication
practices are also affected by the global legal and regulatory
landscape. Each country or jurisdiction or even industry may
have specific laws and regulations applicable to information
that is stored, communicated or processed in its territory.
Certain laws or regulations will give wide powers to monitor,
intercept or access information often without the user’s or
organisation’s consent or knowledge. This situation can often
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result in security, confidentiality and privacy issues. Further-
more, the legal and regulatory differences in various jurisdic-
tions can often discourage the free flow of information
towards the most efficient and appropriate storage, processing
and communication service providers.

[0007] Inview of the foregoing, there is a need for a differ-
ent way to store information (data) securely while at least
mitigating the limitations and shortcomings of the current
practice.

SUMMARY OF THE INVENTION

[0008] The shortcomings of the prior art data storage prac-
tice are at least mitigated by methods and related systems
which enable secure and distributed data storage and com-
munication. By secure, it is understood that it can ensure the
“confidentiality, integrity and availability” of data. By distrib-
uted, it is understood that the information can be communi-
cated and stored in various locations, either locally, on a local
workstation, server, USB device or any other storage device,
on an Intranet, on the Internet, or a combination thereof,
including what is often referred to as the “cloud”, to empha-
size the fact that data can be communicated, stored and pro-
cessed in locations that are not necessarily known to the user
or the organisation using the services.

[0009] The method in accordance with the principles of the
present invention radically changes the generally accepted
practice and paradigm that consists in storing information in
one physical and geographical location or with one specific
service provider. In its most basic form, the method in accor-
dance with the principles of the present invention splits the
source data (e.g. computer file) at the bit level, typically for
each byte, into a specific number of parts and sends each of
these parts to a different location (datacenter, network loca-
tion, workstation, local server, USB storage, etc.), subject to
the user’s or organisation’s requirements. The information is
never stored in one single location and, since each part is
arranged in a way that makes it meaningless, the service
provider or anyone else targeting a storage location can never
have access to the source information.

[0010] When the source data is required, the method is
performed in reverse order. It will fetch each part of the data
from the various locations and reassemble them at the bit
level, typically for each byte, to produce the source data. The
only place where the information is fully accessible and read-
able is at the point where it is required (the user’s computing
device or the organisation’s network reassembly point).
[0011] Since one or more of the parts generated is made up
of parity data from the other parts, availability of the source
data is generally always insured in the event that one or more
locations become unavailable. Since no single location has
access to the information and since no location is “essential”
to the availability and integrity of the information, it is no
longer necessary to implement all the security measures gen-
erally required to ensure a high level of information security.
[0012] In summary, by changing the current practice and
paradigm for information storage, communication and pro-
cessing, the method and related system in accordance with the
principles of the present invention provide a high level of
information security (e.g. confidentiality, integrity and avail-
ability) at a minimal cost, by making information available
only where it is required and generally nowhere else.

[0013] Other and further aspects and advantages of the
present invention will be obvious upon an understanding of
the illustrative embodiments about to be described or will be
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indicated in the appended claims, and various advantages not
referred to herein will occur to one skilled in the art upon
employment of the invention in practice.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The above and other aspects, features and advan-
tages of the invention will become more readily apparent
from the following description, reference being made to the
accompanying drawings in which:

[0015] FIG.1isahighlevel network architectural diagram,
in accordance with the principles of the present invention,
showing the relationship between the user (or the organisa-
tion) producing the source data, the method and the resulting
data files and parity file(s) stored in different locations in the
cloud or other distributed storage architecture.

[0016] FIG. 2 is a diagram showing an embodiment of a
method in accordance with the principles of the present
invention for fragmenting source data bytes to form new
bytes, generate parity bytes, produce data slices, convert them
to files and sent these files to different storage locations.
[0017] FIG. 3 shows an example of a source data file that is
processed by an embodiment in accordance with the prin-
ciples of the present invention, producing 3 output files that
are sent to 3 different storage locations. It shows also the
reverse process for reconstructing the source data file from
those 3 files.

[0018] FIG. 4 is a diagram showing an embodiment of a
method in accordance with the principles of the present
invention for reconstructing the source data from the data
slices and files, obtained from the different storage locations,
from the moment the user or the organisation accesses one of
the locations and opens *.VODx file.

[0019] FIG. 5 is a diagram showing an embodiment of a
method in accordance with the principles of the present
invention for the data splitting process of source data into two
data slices, the generation of a parity slice, conversion of the
slices into meaningless files and sending these files to 3 dif-
ferent storage locations.

[0020] FIG. 6 is a diagram showing an embodiment of a
method in accordance with the principles of the present
invention for the data splitting process of source data into 3
data slices, the generation of a parity slice, conversion of the
slices into meaningless files and sending these files to 4 dif-
ferent storage locations.

[0021] FIG. 7 is a diagram showing an embodiment of a
method in accordance with the principles of the present
invention for the data splitting process of source data into two
data slices, the generation of a parity slice and a double parity
slice, conversion of the slices into meaningless files and send-
ing these files to 4 different storage locations.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0022] Novel methods and related systems for partitioning
and storing data will be described hereinafter. Although the
invention is described in terms of specific illustrative embodi-
ments, it is to be understood that the embodiments described
herein are by way of example only and that the scope of the
invention is not intended to be limited thereby.

[0023] FIG.1isahighlevel network architectural diagram,
in accordance with the principles of the present invention,
showing the relationship between the User (100), or the
Organisation (101), producing the source data which is pro-
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cessed by the system and method (103), and the resulting data
files (104 to 107) and parity file(s) (106 and 108) stored in
different geographical locations in the cloud or other distrib-
uted storage architecture (102). The embodiment shown uses
the Internet Cloud infrastructure, but any other form of dis-
tributed storage architecture could be used, for example an
Intranet, local workstations, servers, USB devices, datacenter
or any other storage devices, locations or combination
thereof.

[0024] The present method can be embodied into a system
through various forms, including software, firmware, hard-
ware or a combination thereof. In FIG. 1, the method is
embodied into a software application (e.g. a computer-imple-
mented method) that resides on the user’s computing device
(100 and 103) (e.g. computer, tablet, smartphone, etc.) orina
network appliance that resides on the organisation’s network
(101 and 103) (e.g. computer, server, tablet, smartphone,
etc.).

[0025] In the most basic embodiment, the source data pro-
duced by the User (100), or the Organisation (101), is split
into two parts called slices and then converted into files. Data
File 1 is stored in Location A, Datacenter A (104) and Data
File 2 is stored in Location B, Datacenter B (105). The parity
information of Data Slice 1 and Data Slice 2 is converted to
Parity File 1 and stored in Location C, Datacenter C (106). In
a more robust embodiment, where more than 2 Data Files
and/or more than one Parity File are required and produced,
Data File F would be stored in Location DF (107) and Parity
File P would be stored in Location EP (108). It is important to
note that in all embodiments, no single storage device, data-
center or location has access to the source data, since each
Data File and Parity File is made up of meaningless data.
[0026] The location (e.g. URL) of the various storage loca-
tions are kept in the VODD system (103), along with the
access and authentication credentials.

[0027] FIG. 2 is a diagram showing an embodiment of the
method for fragmenting source data bytes to form new bytes
(200 to 206), generate parity bytes (207), produce data slices
(208 to 210), convert them to files (211 to 213) and sent these
files to different storage locations (214 to 216).

[0028] In the most basic embodiment, byte N (200) and
byte N+1 (201) of the source data are fragmented following a
predetermined bit sequence (202). This sequence is deter-
mined by the number of Data Slices required (203) and a
sequencing order (204). Depending on the fragmenting and
sequencing process used, one or more Null Bytes may need to
be added to the source data (201B). This will be more appar-
ent in the specific embodiments of the fragmenting and
sequencing process explained in more details in FIGS. 5, 6
and 7. From this fragmenting and sequencing process, a new
byte N is generated (205) and a new byte N+1 is generated
(206). A parity byte N is also generated (207) by performing
alogical XOR on new byte N (205) and new byte N+1 (206).
This fragmenting and sequencing process (200 to 207) is
performed for all pairs of bytes in the source data.

[0029] Asthe fragmenting process takes place (20010 207),
two Data Slices (208 & 210) and a Parity Slice (209) are
produced. When the fragmenting process (200 to 207) is
complete for all pairs of bytes in the source data, each slice is
converted to a meaningless file that can be recognized by the
file system (211 to 213). Finally, each file is sent to a different
storage location (214 to 216).

[0030] This embodiment demonstrates the use of 3 storage
locations, in this instance 3 datacenters (two for the Data Files
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and one for the Parity File), but other embodiments are also
possible, using more than 3 locations (e.g. more than 2 Data
File locations and/or more than one Parity File locations).
These embodiments are shown in more details in FIGS. 5, 6
and 7.

[0031] FIG. 3 shows an example of a source data file that is
processed by one embodiment, producing 3 output files that
are sent to 3 different storage locations. It shows also the
reverse process for reconstructing the source data file from
those 3 files.

[0032] In this example, file “Document.pdf” (300) is cre-
ated by the user and sent to the VODD system for processing
(301). The 3 files generated by the VODD system and process
are “Document.pdf.vodl” (302), “Document.pdf.vod2”
(303) and “Document.pdf.vodp” (304). It should be noted
that the “vod1”, “vod2” and “vodp” extensions used here are
for illustrative purposes only and that other file extensions can
be used. The storage location for each file, along with the
access and authentication credentials are obtained from the
VODD system and process (305). Each of these files is then
sent to a different storage location (305 to 307). It is important
to note that no single location has access to the source data,
but only to meaningless data.

[0033] To access and read the source data file (300), the
reverse process takes place and the files (302 to 304) in the
different storage locations (306 to 308) are fetched and pro-
cessed by the VODD system (301 and 305). In this example,
we used a file called “Document.pdf”, but it is important to
note that any file or other data set can be processed by this
embodiment of the method and system.

[0034] FIG. 4 is a diagram showing an embodiment of the
method for reconstructing the source data from the Data
Slices and Parity File, obtained from the different storage
locations, from the moment the user accesses the VODD
Virtual Drive (400) and selects a file for download (401).
[0035] Once the file is selected, the VODD download pro-
cess is started (402). The Storage Locations are obtained
along with the access and authentication credentials (403).
The *.VODI1 file is accessed from Storage Location 1 (404)
and the *.VODI1 file is downloaded from Storage Location 1
(405). Then, the *.VOD?2 file is accessed from Storage Loca-
tion 2 (406).

[0036] The process then determines if Storage Location 2
and the *.VOD2 file are available and if the download perfor-
mance is adequate (407). If Storage Location 2 and the
* VOD2 file are available, the Data Slice is retrieved from the
* VOD2 file (408). If Storage Location 2 is not available, if
the *.VOD2 file is missing or corrupted, or if the download
performance is inadequate, the *.VODP Parity File is
accessed from Storage Location 3 (409). The *.VODP Parity
File is downloaded from Storage Location 3 (410) and the
Parity Data if retrieved from the *.VODP File (411). In both
cases, the original source data File is reconstructed by the
VODD system and process (412).

[0037] It should be noted that the same process would
occur, and the source data File would be reconstructed with
the *.VOD?2 file and the *.VODP file, if the *.VODI file or
Storage Location was not available or if performance was
inadequate.

[0038] Finally, the process (413) determines if the source
data File is associated with an application, in which case the
appropriate application is started (414). If the source data File
is not associated with an application, the user is asked to store
the file locally (415). In this embodiment, we are referring
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specifically to a source data File, but the system can be
embodied in a variety of systems to process any source data.
[0039] In FIG. 4, we use the minimum of two Data Files,
one Parity File and 3 storage locations, but as will be shown
below, the same general method and process also applies
when more than two Data Files or more than one Parity File
and more than 3 storage locations are used.

[0040] FIG. 5 is a diagram showing an embodiment of the
process for the data fragmenting process details of source
data (500) into two Data Slices (509 and 510), the generation
of a Parity Slice (511), conversion of the 3 Slices into mean-
ingless Files (512, 513 and 514) and sending these Files to
different storage locations (515, 516 and 517), for a simple
source data text file made-up of a 4-letter word (4 bytes), the
word “ALLO” (500).

[0041] For simplicity, in this embodiment, we use the sim-
plest odd/even bit sequencing order for the byte splitting
process. The first pair of bytes for the source data file (501 and
502) is processed. Odd bits for each byte are combined logi-
cally to form a new byte (505). Even bits for each byte are also
combined to form a new byte (506). The same process takes
place for the next pair of bytes (503 and 504). Odd bits for
each byte are combined logically to form a new byte (507).
Even bits for each byte are also combined to form a new byte
(508). The first new byte generated from each pair (505 and
507), containing the odd bits from the original 4 bytes (501 to
504), are combined to form Data Slice 1 (509), made up of
509, and 5095,. The second new byte generated from each
pair (506 and 508), containing the even bits from the original
4 bytes (501 to 504), are combined to form Data Slice 2 (510),
made up of 5105, and 5104,. A logical [XOR] is then per-
formed on each pair of corresponding bytes in each of the
Data Slices (509, [XOR] 510,,) and (509, [XOR] 510,,)
to form Parity Slice (511), made up of 5115, and 511,.
[0042] Three Files (512 to 514) are then generated from
each of the 3 slices (509 to 511). One will note that the
information that can be derived from each of these files is
meaningless. The ASCII character displayed in each of the 3
Files (512 to 514) is equivalent to the binary values of each
pair of bytes in each slice (509 to 511). The data obtained in
each individual output file (512 to 513) therefore cannot be
used to deduce in any way the original source information
(500). Finally, each file (512 to 514) is sent to a different
storage location (515 to 517). The original source data is
never available nor is it accessible from any single storage
location.

[0043] The method can also perform the reverse process,
using the same logic, to reconstruct the source data (500), in
our example the 4-letter word text file, from any two of the
three output Files (512 to 514) stored in the 3 different loca-
tions (515 to 517). The Parity File (514) stored in Location 3
(517) is generally not required during normal operations,
since the source data (500) can be reconstructed by the pro-
cess from the two Data Files (512 and 513), stored in Loca-
tions 1 and 2 (515 and 516). If one of the Data Files (512 or
513) becomes unavailable or corrupted, or if one of the Data
Filelocations (515 or 516) becomes unavailable or is too slow
to respond, the source data (500) can be reconstructed by the
process from the other Data File (512 or 513), obtained from
one of the storage locations (515 or 516), and the Parity File
(514) obtained from the parity storage location (517).
[0044] Inthis embodiment, since we are using an odd/even
bit parsing and sequencing order to produce new pairs of
bytes, we must ensure that the source data always contains an
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even number of bytes. To do so, the VODD process will
always add a Null Byte (FIG. 2, box 201B) to the source Data
File or Data Set if it is composed of an odd number of bytes.
[0045] The embodiment presented by the example in FIG.
5 used a very small file (4 bytes), a very simple (odd/even) bit
sequence order, and generated the minimum of two Data
Slices and one Parity Slice, converted into meaningless files
and sent to 3 different storage locations. However, the
embodiment presented does not limit the type and size of
source data that can be processed, the bit sequencing order,
the number of Data Slices and Parity Slices, the number of
Data Files and Parity Files that can be generated, nor the
number and type of storage locations that can be used.
[0046] FIG. 6 is a diagram showing an embodiment of the
process for the data fragmenting process details of source
data (600) into three Data Slices (613, 614 and 615), the
generation of a Parity Slice (616), conversion of the 4 Slices
into meaningless Files (617, 618, 619 and 620) and sending
these Files to different storage locations (621, 622, 623 and
624), for a simple source data text file made-up of a 6-letter
word (6 bytes), the word “RETINA” (600).

[0047] For simplicity, in this embodiment, we use the sim-
plest odd/even/odd bit sequencing order for the byte splitting
process. The first trio of bytes for the source data file (601, 602
and 603) are processed. The odd/even/odd sequence of bits
for the three bytes is parsed and combined logically to form
three new bytes (607, 608 and 609). The same process takes
place for the next trio of bytes (604, 605 and 606). The
odd/even/odd sequence of bits for the three bytes is parsed
and combined logically to form three new bytes (610, 611 and
612). The first new byte generated from each trio (607 and
610), containing the odd/even/odd parsed bits from the origi-
nal 6 bytes (601 to 606), are combined to form Data Slice 1
(613), made up of 6135, and 613;,. The second new byte
generated from each trio (608 and 611), containing the second
set of odd/even/odd parsed bits from the original 6 bytes (601
t0 606), are combined to form Data Slice 2 (614), made up of
614, and 614 . The third new byte generated from each trio
(609 and 612), containing the third set of odd/even/odd parsed
bits from the original 6 bytes (601 to 606), are combined to
form Data Slice 3 (615), made up of 615, and 6155,.
[0048] A logical [XOR] is then performed on each pair of
corresponding bytes in each of the Data Slices (6135, [XOR]
614, [XOR] 615,,) and (613, [XOR] 614, [XOR] 615,,)
to form Parity Slice (616), made up of 6165, and 616,.
[0049] Four Files (617, 618, 619 and 620) are then gener-
ated from each of the 4 slices (613, 614, 615 and 616). One
will note that the information that can be derived from each of
these files is meaningless. The ASCII character displayed in
each of the 4 Files (617 to 620) is equivalent to the binary
values of each pair of bytes in each slice (613 to 616). The data
obtained in each individual output file (617 to 620) therefore
cannot be used to deduce in any way the original source
information (600). Finally, each file (617 to 620) is sent to a
different storage location (621 to 624). The original source
data is never available nor is it accessible from any single
storage location.

[0050] The method can also perform the reverse process,
using the same logic, to reconstruct the source data (600), in
our example the 6-letter word text file, from any three (3) of
the four (4) output Files (617 to 620) stored in the 4 different
locations (621 to 624). The Parity File (620) stored in Loca-
tion 4 (624) is generally not required during normal opera-
tions, since the source data (600) can be reconstructed by the
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process from the three Data Files (617, 618 and 619), stored
in Locations 1, 2 and 3 (621, 622 and 623). If one of the Data
Files (617, 618 or 619) becomes unavailable or corrupted, or
if one of the Data File locations (621, 622 or 623) becomes
unavailable or is too slow to respond, the source data (600)
can be reconstructed by the process from the other two Data
File (617 and 618, 618 and 619, or 617 and 619), obtained
from one of the storage locations (621 and 622, 622 and 623,
or 621 and 623), and the Parity File (620) obtained from the
parity storage location (624).

[0051] Inthis embodiment, since we are using an odd/even/
odd bit parsing and sequencing order to produce new trios of
bytes, we must ensure that the source data always contains a
number of bytes that is a multiple of 3. To do so, the VODD
process will always add one or two Null Bytes (FIG. 2, box
201B) to the source Data File or Data Set if it is composed of
a number of bytes that is not a multiple of 3.

[0052] The embodiment presented by the example in FIG.
6 used a very small file (6 bytes), a very simple (odd/even/
odd) bit sequence order, and generated three (3) Data Slices
and one (1) Parity Slice, converted into meaningless files and
sent to four (4) different storage locations. However, the
embodiment presented does not limit the type and size of
source data that can be processed, the bit sequencing order,
the number of Data Slices and Parity Slices, the number of
Data Files and Parity Files that can be generated, nor the
number and type of storage locations that can be used.
[0053] FIG. 7 is a diagram showing an embodiment of the
process for the data fragmenting process details of source
data (700) into two Data Slices (709 and 710), the generation
of'a Parity Slice (711), the generation of a Double Parity Slice
(712), conversion of the 4 Slices into meaningless Files (713,
714,715 and 716) and sending these Files to different storage
locations (717, 718, 719 and 720), for a simple source data
text file made-up of a 4-letter word (4 bytes), the word
“HELP” (700).

[0054] For simplicity, in this embodiment, we use the sim-
plest odd/even bit sequencing order for the byte splitting
process. The first pair of bytes for the source data file (701 and
702) is processed. Odd bits for each byte are parsed and
combined logically to form a new byte (705). Even bits for
each byte are also parsed and combined to form a new byte
(706). The same process takes place for the next pair of bytes
(703 and 704). Odd bits for each byte are parsed and com-
bined logically to form a new byte (707). Even bits for each
byte are also parsed and combined to form a new byte (708).
The first new byte generated from each pair (705 and 707),
containing the odd bits from the original 4 bytes (701 to 704),
are combined to form Data Slice 1 (709). The second new
byte generated from each pair (706 and 708), containing the
even bits from the original 4 bytes (701 to 704), are combined
to form Data Slice 2 (710).

[0055] A logical [XOR] is then performed on each pair of
corresponding bytes in each of the Data Slices (7095, [ XOR]
710,) and (7095, [XOR] 7105,) to form Parity Slice (711)
made up of (7113,) and (7114,). A logical [XOR] is also
performed on each pair of corresponding bytes in each of the
Data Slices and the Parity Slice (7095, [XOR] 7105,) and
(7105, [XOR] 711,) to form a Double Parity Slice (712)
made up of (712;,) and (712,).

[0056] Four Files (713, 714, 715 and 716) are then gener-
ated from each of the 4 slices (709, 710, 711 and 712). One
will note that the information that can be derived from each of
these files is meaningless. The ASCII character displayed in
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each of the 4 Files (713 to 716) is equivalent to the binary
values of each pair of bytes in each slice (709 to 712). The data
obtained in each individual output file (713 to 716) therefore
cannot be used to deduce in any way the original source
information (700). Finally, each file (713 to 716) is sent to a
different storage location (717 to 720). The original source
data is never available nor is it accessible from any single
storage location.

[0057] Understandingly, the reverse process can be per-
formed using the same logic, to reconstruct the source data
(700), in our example the 4-letter word text file, from any two
of the four output Files (713 to 716) stored in the 4 different
locations (717 to 720). The Parity File (715) stored in Loca-
tion 3 (719), and Double Parity File (716) stored in Location
4 (720), are generally not required during normal operations,
since the source data (700) can be reconstructed by the pro-
cess from the two Data Files (713 and 714), stored in Loca-
tions 1 and 2 (717 and 718).

[0058] If one of the Data Files (713 or 714) becomes
unavailable or corrupted, or if one of the Data File locations
(717 or 718) becomes unavailable or is too slow to respond,
the source data (700) can be reconstructed by the process
from the other Data File (713 or 714), obtained from one of
the storage locations (717 or 718), and the Parity File (715)
obtained from the parity storage location (719).

[0059] Ifboth DataFiles (713 and 714) become unavailable
or corrupted, or if both Data File locations (717 and 718)
become unavailable or are too slow to respond, the source
data (700) can be reconstructed by the process from the Parity
File (715), obtained from storage location (719), and the
Double Parity File (716), obtained from storage location
(720). Reconstruction of the source data (700) when two of
the 4 Storage Locations or two of the 4 Data Files become
unavailable or corrupted or are too slow to respond is not
obvious at first glance. The reconstruction process therefore
can be summarized as follows:

[0060] Reconstruction of Source Data (700) if both Storage
Location 1 (717), or Data File 1 (713), and Storage Location
2 (718), or Data File 2 (714), become unavailable, corrupted
or too slow to respond:

[0061] 710,,=711,, [XOR] 712,
[0062] 709,,=710,, [XOR] 711,
[0063] 710,;,=709,, [XOR] 712,
[0064] 709,,=710,, [XOR] 711,
[0065] Reconstruction of Source Data (700) if both Storage

Location 1 (717), or Data File 1 (713), and Storage Location
3 (719), or Parity File (715), become unavailable, corrupted
or too slow to respond:

[0066] 709,,=710,, [XOR] 712,
[0067] 711,,=710,, [XOR] 712,
[0068] 709,,=710,, [XOR] 711,
[0069] Reconstruction of Source Data (700) if both Storage

Location 2 (718), or Data File 2 (714), and Storage Location
3 (719), or Parity File (715), become unavailable, corrupted
or too slow to respond:

[0070] 7105,=709;, [XOR] 7125,
[0071] 7115,=709;, [XOR] 7104,
[0072] 710,,=711,, [XOR] 712,
[0073] Inthis embodiment, since we are using an odd/even

bit parsing and sequencing order to produce new pairs of
bytes, we must ensure that the source data always contains an
even number of bytes. To do so, the VODD process will
always add a Null Byte (FIG. 2, box 201B) to the source Data
File or Data Set if it is composed of an odd number of bytes.
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[0074] The embodiment presented by the example in FIG.
7 used a very small file (4 bytes), a very simple (odd/even) bit
sequence order, and generated the minimum of two Data
Slices and one two Parity Slices, converted into meaningless
files and sent to 4 different storage locations. However, the
embodiment presented does not limit the type and size of
source data that can be processed, the bit sequencing order,
the number of Data Slices and Parity Slices, the number of
Data Files and Parity Files that can be generated, nor the
number and type of storage locations that can be used.
[0075] Though the present system and method for parti-
tioning and storing data in different data storage locations
generally do not require additional encryption, the original
data file or source data and/or the various data slices and
parity slices generated by the present system and method
could be further encrypted for additional security, legal or
compliance requirements.

[0076] Understandably, by partitioning the source data or
file at the bit level and by storing the partitioned data or file at
different data storage locations, the methods and related sys-
tems in accordance with the present invention provide a high
level of information security (e.g. confidentiality, integrity
and availability) at a minimal cost by making information
available only where it is required and generally nowhere
else.

[0077] While illustrative and presently preferred embodi-
ments of the invention have been described in detail herein-
above, it is to be understood that the inventive concepts may
be otherwise variously embodied and employed and that the
appended claims are intended to be construed to include such
variations except insofar as limited by the prior art.

1. A computer-implemented method for partitioning and
storing a data set at different predetermined distinct data
storage locations, the data set comprising a plurality of bits,
the method comprising:

a. partitioning the bits of the data set into at least two
meaningless data set parts, each of the at least two mean-
ingless data set parts comprising a substantially equal
fraction of the bits of the data set;

b. generating at least one parity part from the at least two
meaningless data set parts;

c. storing each of the at least two meaningless data set parts
and each of the at least one parity part at the different
predetermined distinct data storage locations.

2. A method as claimed in claim 1, wherein the partitioning
of'the bits of the data set into the at least two meaningless data
set parts comprises partitioning the bits according to a prede-
termined sequence.

3. A method as claimed in claim 1, wherein the partitioning
of'the bits of the data set into the at least two meaningless data
set parts comprises partitioning the bits according to a num-
ber of different predetermined distinct data storage locations.

4. A method as claimed in claim 2, wherein the predeter-
mined sequence comprises placing odd bits of the data set into
afirst ofthe at least two meaningless data set parts and placing
even bits of the data set into a second of the at least two
meaningless data set parts.

5. A method as claimed in any of claims 1 to 4, further
comprising encrypting the data set or the at least two mean-
ingless data set parts and the at least one parity part.

6. (canceled)

7. (canceled)

8. (canceled)

9. (canceled)
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10. (canceled)

11. A computer-implemented method for partitioning and
storing a data set at different predetermined distinct data
storage locations, the data set comprising a plurality of bits,
the method comprising:

a. partitioning the bits of the data set into N meaningless
data set parts, wherein N is equal to or larger than 2, each
of the N meaningless data set parts comprising a sub-
stantially equal fraction of the bits of the data set;

b. generating M parity part(s), wherein M is equal to or
larger than 1, from the N meaningless data set parts;

c. storing each of the N meaningless data set parts and the
M parity part(s) at the N+M different predetermined
distinct data storage locations.

12. A method as claimed in claim 11, wherein the parti-
tioning of the bits of the data set into the N meaningless data
set parts comprises partitioning the bits according to a prede-
termined sequence.

13. A method as claimed in claim 11, wherein the parti-
tioning of the bits of the data set into the N meaningless data
set parts comprises partitioning the bits according to a num-
ber of different predetermined distinct data storage locations.

14. A method as claimed in claim 11, further comprising
encrypting the data set or the N meaningless data set parts and
the M parity part(s).

15. (canceled)

16. (canceled)

17. (canceled)

18. (canceled)

19. (canceled)

20. A computer-implemented method for partitioning and
storing a data set at different data storage locations, the data
set comprising a plurality of bytes, each of the bytes compris-
ing a plurality of bits, the method comprising:

a. for each pair of bytes in the data set:

i. generating a first byte comprising a portion of the bits
from one of the pair of bytes, and a portion of the bits
from the other of the pair of bytes;

ii. generating a second byte comprising the remaining
bits from the one of the pair of bytes, and the remain-
ing bits from the other of the pair of bytes;

iii. generating a parity byte from the first byte and the
second byte;

b. generating a first data set part from all the first bytes;

c. generating a second data set part from all the second
bytes;

d. generating a parity part from all the parity bytes;

e. storing the first data set part at a first data storage loca-
tion;

f. storing the second data set part at a second data storage
location;

g. storing the parity part at a third data storage location;

wherein all three locations are different from each other.

21. A method as claimed in claim 20, wherein, for each pair
of'bytes in the data set, the portion of the bits from the one of
the pair of bytes comprises half the bits from the one of the
pair of bytes, the portion of the bits from the other of the pair
of bytes comprises half the bits from the other of the pair of
bytes, the remaining bits from the one of the pair of bytes
comprise the remaining half of the bits from the one of the
pair of bytes, and the remaining bits from the other of the pair
of'bytes comprise the remaining half of the bits from the other
of the pair of bytes.
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22. A method as claimed in claim 21, wherein, for each pair
of'bytes in the data set, the half of the bits from the one of the
pair of bytes comprises all odd bits from the one of the pair of
bytes, the half of the bits from the other of the pair of bytes
comprises all odd bits from the other of the pair of bytes, the
remaining half of the bits from the one of the pair of bytes
comprises all even bits from the one of the pair of bytes, and
the remaining half of the bits from the other of the pair of
bytes comprises all even bits from the other of the pair of
bytes.

23. A method as claimed in claim 20, wherein, for each pair
of new bytes generated from the data set, the parity byte is
generated by performing a logical exclusive OR (XOR)
between the first byte and the second byte.

24. (canceled)

25. (canceled)

26. (canceled)

27. A method as claimed in claim 20, further comprising
encrypting the data set or the two data set parts and the parity
part.

28. (canceled)

29. (canceled)

30. (canceled)

31. A computer-implemented method for partitioning and
storing a data set at different locations, the data set comprising
aplurality of bytes, each of the bytes comprising a plurality of
bits, the method comprising:

a. for each group of N bytes in the data set:

i. generating N new bytes by mixing the bits of the N
bytes according to a predetermined sequence;

ii. generating at least one parity byte from the N new
bytes;

b. generating N data set parts from all the groups of N new

bytes;

c. generating at least one parity part from all the at least one

parity bytes;

d. storing each of the N data set parts and the at least one

parity part at the different data storage locations.

32. A method as claimed in claim 31, wherein generating N
data set parts comprises, for all the groups of N new bytes,
placing each byte of the group of N new bytes into a different
one of the N data set parts.

33. A method as claimed in claim 31, wherein, for each
group of N bytes in the data set, the at least one parity byte is
generated by performing a logical exclusive OR (XOR)
between the N new bytes.

34. (canceled)

35. (canceled)

36. A method as claimed in claim 31, further comprising
encrypting the data set or the N data set parts and the at least
one parity part.

37. (canceled)

38. (canceled)

39. (canceled)

40. (canceled)

41. A method as claimed in claim 12, wherein the prede-
termined sequence comprises placing odd and even bits of
each byte in the data set alternatively into the N meaningless
data set parts.



